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ABSTRACT 

In recent years, healthcare applications are regarded as hopeful fields for wireless sensor networks, where 

the patients have been monitored in hospitals and at their accommodating places. These wireless medical sensor 

networks are more endangered to intruding, modification, eavesdropping, impersonation and playback attacks than 

the wired networks. A lot of solutions have been developed to secure wireless medical sensor networks. The already 

available solutions can safeguard the patient data during communication, but unable to terminate the inside attack 

where the proprietor of the patient database discloses the delicate patient information. In this project, an empirical 

approach has been presented to safeguard the inside attack by utilizing multiple number of data servers to store 

patient data for further utility. The main contribution of this work is to distribute the patient information securely in 

multiple data servers and by employing the homomorphic cryptosystems (modified paillier/elgamal) to accomplish 

patients’ data privacy. This is a secure method against both outside and inside attacks as long as all the data servers 

are not compromised.   
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1. INTRODUCTION 
 In recent times, healthcare applications are regarded as hopeful fields for wireless sensor networks, where we can 
monitor the patients in hospitals and at homes by using these wireless medical sensor networks. Some of the available wireless 
medical sensor networks are UbiMon, CodeBlue, Mobicare, MEDiSN, Alarm – Net. 

 
Figure.1.Wireless Medical Sensor Network 

This architecture composed of a sensing unit, patient database with three servers, user interface, and analyst interface. 
Sensing unit: Sensing unit consists of sensor nodes which senses the patients’ health. The patients will worn or 
implant the sensors which will be sensing the parts such as heart, kidney, lungs, etc.  
Patient database: The data collected from the sensors will be stored in the patient’s database. The collected 
information are equally divided by three servers of the database for security reasons.  
Analyst interface: Analyst/ doctors can carry out the analysis on the data sensed. Later, gives the result and 
prescription to the user interface. 
User interface: This interface can permit only the legitimate users of the system to query about the data sensed and 
the results/prescriptions given by the analysts. These wireless medical sensor networks provide a quality of care to 
the patients without affecting their privacy and comfort. 

There are so many security threats in wireless networks than in wired networks. Some of them are 
eavesdropping, impersonation, modification, intruding, playback attacks. 

These security threats are able to capture the patient data from the sensors to know about the condition of 
the patient. These can be threat to patient data authenticity. Sometimes, while transmitting the patient data to the 
physician or user, there is a chance for corrupting or altering the data. This could affect the patient. 

So, the wireless medical sensor networks to be protected against these various attacks.    
Diffie Hellman is one of the public key cryptosystem, which is a method of exchanging keys. But this Diffie 

Hellman algorithm can’t be used for encrypting messages and it is easily liable to man – in – the – middle attacks. 
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Advanced Encryption Standard is a well known encryption standard based on the principle of substitution 
permutation. but this standard requires more processing and needs more rounds of communication. This algorithm 
is easily liable to algebraic attacks. 

In a well known asymmetric key encryption algorithm is RSA algorithm. This algorithm can be used for data 
encryption as well as digital signatures. But, there is a complexity in creating the keys. Since the encryption and 
decryption requires a lot of calculation, the system gets slow in its speed. 

In a FIPS (Federal Information Processing Standard) standard for digital signatures is the Digital Signature 
Algorithm. This standard has two phases. In the first phase, algorithm parameters will be chosen. In the second phase, 
the public and private keys for single user has been computed. Entropy, secrecy and uniqueness of the random 
signature value is more important in this algorithm. It is risky if anyone violate anyone of these three parameters. 
Because it can disclose the entire secret key to the attacker. In the proposed work, elgamal and paillier cryptosystems 
have been suggested. These cryptosystems are based on asymmetric algorithm for public key cryptography. These 
algorithms are composed of key generation, encryption and decryption. These cryptosystems possess homomorphic 
properties and also provide a semantic security against various attacks. This algorithm increases confidentiality in 
wireless medical sensor networks. The secret key also can be reused to reduce the computational cost. 
Paillier algorithm: Pascal Paillier formulated the paillier cryptosystem, This system consists of key generation, 

encryption and decryption which has been given as follows: 

Key generation: 

 Select two large primes a and b 

 Calculate the product n = a*b, such that gcd(n,ϕ(n)) = 1, where ϕ(n) is euler function. i.e., ϕ(n) = (a-1) (b-1) 

 Then choose a random number g, where g has order multiple of n (or) gcd(L(𝑔𝜆𝑚𝑜𝑑 𝑛2), n) = 1, Where L(t) 

= (t-1)/n and λ(n) = lcm(a-1,b-1). 

 The public key (PK) is composed of (g,n), while the private key (SK) is composed of (p,q,λ). 

Encryption: 

 Encryption of a message m<n is given by: C = 𝑔𝑚𝑟𝑛𝑚𝑜𝑑𝑛2 ,where random r ϵ 𝑍𝑁
∗  

Decryption: 

 Decryption of ciphertext c is given by:    m = (L(𝑔𝜆𝑚𝑜𝑑 𝑛2)/L(𝑔𝜆𝑚𝑜𝑑 𝑛2))mod n 

Homomorphic property: When decrypted, matches the result of operations performed on the data.Consider the 

following two cipher texts: 

 E(x) = E(𝑚1, 𝑝𝑘) = 𝑔𝑚1𝑟1
𝑛𝑚𝑜𝑑 𝑛2 

 E(y) = E(𝑚2, 𝑝𝑘) = 𝑔𝑚2𝑟2
𝑛𝑚𝑜𝑑 𝑛2  

 The product of two ciphertexts will decrypt to the sum of their corresponding plaintext. 

 D(E(x).E(y)) = 𝑚1 +  𝑚2(𝑚𝑜𝑑 𝑁) 

 The product of a cipher text with another plaintext’s generator g will decrypt to the sum of the plaintexts. 

 D(E(x). 𝑔𝑚2) = 𝑚1 + 𝑚2(𝑚𝑜𝑑 𝑁) 

 encryption and decryption cannot be completed without knowing the keys 

Elgamal algorithm: 

Key generation: Generate a cyclic group G, of large prime order f, with generator g. 

 Choose a random    𝑥 ∈  {1, … . , 𝑓 − 1} and then compute  𝑡 =  𝑠𝑥 

 The public (encryption) key pk is (G,f,s,t). 

 The private (decryption) key sk is x. 

Encryption: 

Let m be a message to encrypt, where 𝑚 ∈  𝐺 

 Choose a random 𝑟 ∈  {1, … . , 𝑓 − 1} 

 Compute the cipher text c = (X,Y), where  𝑋 =  𝑠𝑟 

                               𝑌 = 𝑚 𝑡𝑟              

Decryption:   

 Let c = (A,B) be a ciphertext to decrypt. 

 Compute  𝑚 =
𝑌

𝑋𝑥 

 Then the intended message will be given from    
𝑌

𝑋𝑥 = 𝑚 .
𝑡𝑟

𝑠𝑟𝑥 = 𝑚.
𝑠𝑥𝑟

𝑠𝑟𝑥 = 𝑚 

 These Paillier and Elgamal algorithm is clubbed with hashing for key reuse. This elgamal algorithm also 

satisfies the homomorphic property. Hashing is the conversion of a message into a key or a value of fixed length that 

represents the original message of string. 

System model: In the proposed method, the sensor senses the patients heart, kidney, lungs and and sends the data 

to the server. This server divides the patients data equally in three different servers. 

The system is given as follows: 
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Figure.2.Distributed database model 

Consider the patient data  “𝑃𝐷1 ” which has been distributed equally into three servers 𝑆1, 𝑆2, 𝑆3 via channels 
α, β, γ respectively. 

These three servers and the three channels are completely secure by the use of modified paillier and elgamal 
cryptosystem. 

Consider the medical sensor, which sends a sequence of patient data 𝑃𝐷1, 𝑃𝐷2, . . . . . to three data servers. 
Let 𝑃𝑖   {  𝑝𝑎𝑡𝑖𝑒𝑛𝑡     𝐼𝐷, 𝑑𝑎𝑡𝑎  𝑎𝑡𝑡𝑟𝑖𝑏𝑢𝑡𝑒, 𝑑𝑎𝑡𝑎 𝑢𝑛𝑖𝑡  }, then medical sensor sends { 𝑃𝑖 , 𝛼𝑖} to 𝑆1 through 

the secure channel for 𝑆1 and similarly sends { 𝑃𝑖, 𝛽𝑖} to 𝑆2 and { 𝑃𝑖 , 𝛾𝑖} to 𝑆3, for i = 1,2,……..Then the system is 
encrypted using paillier and elgamal cryptosystem.  

In this proposed work, the sensors will be sensing the patients heart, kidney, lungs and sends the analysis 
parameter information such as blood pressure, total cholesterol, partial pressure of gases level, lung volume and 
capacity, glomerular filteration rate of urea, creatinine, uric acid, etc to the aggregate node. The aggregate node 
aggregates the collected information and sends to the database. 

This database divides the information equally to all the three servers as said earlier. Then paillier/ elgamal 
algorithm with hashing and homorphic property will be applied to encrypt the data. Then the user or the analysts can 
get the patient’s information safely from the database for further analysis. Only the authorized users/analysts can 
access the system. Only after the decryption of the servers, the users / analysts can get the patient information for 
further processing. 

As long as the three servers do not put their data together, the privacy of patient data can be protected. 
The result of this system model is given in the following. First nodes have been created in the scenario which 

is shown in fig.3, here three nodes have been considered per patient as each for heart, kidney, lung respectively. The 
nodes are labeled and shown in the fig. 4. 

 

 

Figure.3. Creation of sensor nodes Figure.4. Labeling of sensor nodes 
 In the above figures 3 and 4, three patients have been considered to be in the scenario and there will be three 
nodes for each patient to sense their lung, kidney, heart respectively.  

Node 2 will be sensing the patient 1’s heart, node 3 for lung, node 0 for kidney of patient 1 and sends the 
gathered information to the aggregate node (node 1) of the patient 1. These has been shown in the following figures 
5 and 6. Then the aggregate node of patient 1 will be sending the collected information to the database (node 12), 
which is shown in figure 7. 

Then the database divides the information equally to three servers which are denoted as s1, s2, s3 for security 
reasons. This has been shown in the following figures 8 and 9. 
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Figure.5. Node 2 senses heart of patient 1 and sends 

data to the aggregate node 
     Figure.6. Node 3 senses lung of patient 1 and 

sends data to the aggregate node 
 

  

Figure.7.The aggregate node of patient 1 sends data to 

the patient’s database 

Figure.8.Database sends the data to the servers s1 and s2 

 

  

Figure.9.Database sends the data to the server s3 Figure.10.The server s3 becomes a compromised node 

 Till now, there is no security in the network, so the server s3 get formed as a compromised node and can 
disclose the patient data to anyone, which is shown in figures 10 and 11. 

 

 

Figure.11.Disclosure of patient information due to 
the compromised node 

Figure.12.Introduction of security 

After the introduction of security, the servers will be secured against all type of attacks. Hereafter the servers 
can securely transmit the patient information to the users and analysts. This has been shown in figures 12 and 13. 
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Figure.13. Server sends data to the user promptly 
without dropping packets after the introduction of 

the security 

Figure.14. Calculated performance metrics 

The performance metrics of the sensor nodes are given as: 

 Delay  =  ending time of transmission – starting time of transmission 

 Consumed energy  =  initial energy  -  final energy 

 Average energy  =  total energy/number of nodes 

 Average throughput  =  received packet size / (starting time – stopping time of transmission. 
The results of the above performance metrics have been shown in the above fig. 14.[32-34] 

 Sensor nodes sensed the patients heart, kidey and lungs. These analysis are tabulated as follows: 
 The parameters for kidney analysis in blood and urine level has been given in tables 1 and 2. Parameters for 
Lung analysis is given in table 3 and the parameters for Heart analysis is given in table 4.   

Table.1.Kidney analysis in blood level 

Kidney analysis in blood level 

 
Substances Patient-1 Patient-2 Patient-3 Normal range 

Urea in mg/dl 30 13.5 35 15-40  

Creatinine in mg/dl 1.0 0.3 1.3 0.7-1.4 (male) 
0.4-1.3 (female) 

Uric acid in mg/dl  5 1.5 6 3-7 (male) 
2-5 (female)  

Table.2.Kidney analysis in urine level 

Kidney analysis in urine level 
Substances Patient-1 Patient-2 Patient-3 Normal range 

Urea in g/day 20 12 28 15-30  
Creatinine in g/day 1.5 0.5 1.7 1-2  
Uric acid in g/day  0.7 0.3 0.65 0.5-0.8  

Table. 3. Lung analysis  

Parameters  

 

Patient - 1  

 

Patient - 2  

 

Patient - 3  

 

Normal range  

 Total cholesterol in mg/dl  400 130 150 <200  

Low density lipoprotein in mg/dl  150 80 90 <100  

High density lipoprotein in mg/dl  30 80 95 >60  

Triglycerides in mg/dl  200 110 130 <150  

Lipoprotein(a) in mg/dl  19 10 12 <14  

Blood pressure in mg Hg  170/110 120/80 130/80 120/80  

Thus, the above system model senses the patients heart, kidney and lungs and secures the information by 
introducing security to the servers against various attacks.  

2. CONCLUSION 
 Thus, this proposed system presented the privacy and security issues in the medical sensor network data 

collection, storage, queries and provided a privacy preserving network. A light weight homomorphic cryptosystem 

is used to secure the communication between medical sensors and data servers. Hashing concept has been introduced 

with these cryptographic algorithms for the key reuse. A new data collection protocol which splits the patient data 

into multiple servers and stores them in multiple servers respectively. As long as all the data servers gets 

compromised, the data is secure. Only the legitimate users can access the data servers.  
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